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Abstract. Smart toys combine traditional playtime with modern tech-
nologies, integrating IoT features like communication, computation, and
sensing to create interactive toys that respond to their environment,
offering children new options for entertainment and playful education.
However, despite well-documented privacy and security shortcomings of
IoT devices, there are no recent studies on the privacy and security prop-
erties of smart toys. This is critical because children are a particularly
vulnerable group whose personal data merits special protection. In this
paper, we therefore examine 12 smart toys available in the EU market
with regard to their security, privacy, and transparency. Our main find-
ings include widespread behavioral profiling of children via toy analytics
data and a lack of transparency due to insufficient and not easily acces-
sible information about data collection and processing.

Keywords: Smart toys · Transparency · Privacy · Security · GDPR.

1 Introduction

In 2015, the Hello Barbie doll was released as the first toy that children could
speak with in a meaningful way, thanks to a direct connection to a remote server
running speech processing software [30]. The Hello Barbie servers stored each
doll’s conversation history, which enabled the doll to build conversations based
on previous interactions. Hello Barbie was one of the first in a generation of smart
toys: toys with communication, computation, and sensing capabilities similar to
other Internet of Things (IoT) devices. Concerns by parents were followed by
a series of academic studies that detailed the security and privacy issues with
Hello Barbie [7, 23, 32]. Subsequently, Mattel discontinued Hello Barbie in 2017.

Since the scandals about Hello Barbie and a similar doll, My Friend Cayla, we
are not aware of major public scandals involving other smart toys. One reason for
this could be the adoption of the General Data Protection Regulation (GDPR)
[17] in 2016, which set strict rules for data protection and privacy. However,
questions remain about how rigorously these regulations are applied to children’s
toys.

Privacy and data protection are especially important for products aimed at
children because children’s play time is essential for development as a human
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being [4, 56], and pervasive surveillance by cameras and microphones in toys is
detrimental to this process. Importantly, the degree of surveillance that a child
is exposed to should not depend on well-informed and privacy-conscious parents
who are able to judge the implications of pervasive surveillance.

Although numerous smart toys are available on the market today, we are not
aware of recent studies that investigate their privacy or security. In this paper,
we close this gap by rigorously examining 12 smart toys, aiming to understand to
what extent the security, privacy, and transparency properties of currently avail-
able toys have improved, following the European Telecommunications Standards
Institute (ETSI) Cybersecurity for Consumer IoT [16] standard as guideline. We
purchase a diverse selection of 12 toys and evaluate their security properties by
examining encrypted and unencrypted traffic, cipher suites and TLS versions, as
well as Wi-Fi security; privacy properties by analyzing the transmitted data and
requested application permissions, by decrypting the traffic or inspecting the
application’s code; transparency properties by inspecting privacy policies and
sending subject access requests as well as data deletion requests. We also briefly
comment on the toys’ likely compliance with the GDPR and the upcoming Cyber
Resilience Act (CRA). Our main findings are:

1. Security is addressed well overall, even though most toys still use TLS 1.2
encryption and only some use forward-secrecy cipher suites. In local networks
no data traffic is encrypted, resulting into an insecure Wi-Fi setup for toy
devices without user interface. None of our toys specify a hardware/software
support period, and some toys even state that they may discontinue service
without notice.

2. Privacy protections are generally insufficient. Most toys collect extensive an-
alytics data combined with unique identifiers, subjecting children to perva-
sive behavioral profiling. In addition, the required permissions of companion
apps are often unnecessary and sensitive, such as access to location, contacts,
or the microphone.

3. Transparency suffers from well-known usability issues of privacy policies. The
process for sending a subject access request is often too complicated. In ad-
dition, only 43% of toys vendors respond to our subject access request within
the one month period allowed by GDPR, with one providing incomplete in-
formation. None of the toys provide accessible information about security,
security issues, or software updates in their user interface.

4. Compliance with the GDPR is only partial. At the very least, the availability
and comprehensiveness of privacy policies are insufficient. Vendors are also
not yet meeting the requirements of the recently approved CRA and may
have to improve their processes before the act takes effect.

Based on these findings, we strongly recommend that toy makers prioritize
privacy and security, following best practices in security and privacy engineering,
to act responsibly towards their young target audience. Subject access requests
and data deletion requests should be easier for users and their processing should
ideally be automated. Consent should be acquired on an opt-in basis, instead
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of the default opt-out. It should also be more fine-grained, allowing users to
disagree selectively with parts of privacy policy.

The research community and regulators could also do more to support toy
makers, for example by standardizing privacy/transparency labels for toy pack-
ages, similar to well-known nutrition labels [12, 44, 11].

2 Related Work

IoT security. Security approaches for IoT devices have to balance security, per-
formance, and resource constraints. Achieving the right trade-off between these
factors is a significant challenge, especially given that traditional security prac-
tices were optimized for desktop and server environments [33, 36].

The two most pressing concerns in IoT security are authentication and en-
cryption. These aspects are essential for safeguarding sensitive data and ensur-
ing secure communications within the IoT ecosystem [47]. Today, most traffic
from IoT devices is encrypted, however, data is frequently sent to third-party
services and to different geographic regions, which leads to information expo-
sure [45]. Although the connection may be encrypted with the Transport Layer
Security (TLS) protocol, the implementation needs to be secure, using strong
cipher suites, certificates and protocols. Still, many consumer IoT products lack
a secure implementation of TLS, for example by using outdated cipher suites,
offering attack surfaces on the connection [41]. Companion apps are often used
to control IoT devices or to provide internet connectivity via Wi-Fi or Bluetooth.
These apps may also be a security risk, as they may expose user data without
proper disclosure [34], use abandoned domains or hard-coded credentials [48].
To determine which data is sent, the TLS encryption of the companion apps to
the services can be decrypted using Man-in-the-Middle (MitM) attacks [52] as
many vendors have insufficient countermeasures in place [39].

Transparency. Current literature on transparency mainly addresses the lack of
transparency in privacy requirements [6, 13, 57], but does not extend to broader
cybersecurity metrics. Some studies have proposed the implementation of trans-
parency labels on devices to provide users with a quick overview of basic privacy
status [44, 12]. Extending this concept, the idea of labeling could include basic
cybersecurity parameters. However, it is important that such labels strike a bal-
ance between providing sufficient information for informed decision-making and
avoiding overwhelming consumers with excessive detail [37]. Therefore, trans-
parency labels should be designed to be easily understood by non-technical users,
while still providing meaningful information.

Children’s rights. Children are a particularly vulnerable group that deserves
special protection [53]. Especially in the context of online privacy, safeguards for
children are being addressed by current legislation. For example, the GDPR in
the European Union (EU) provides privacy protections with a focus on parental
consent [29]. Recital 38 of the GDPR specifically states that “Children merit
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specific protection with regard to their personal data, as they may be less aware
of the risks, consequences and safeguards concerned” [17].

Smart Toys security and privacy. Privacy and security of smart toys have been
analyzed through both legislative and experimental approaches. Legal studies
have found that privacy and security legislation in the EU as well as in North
America [23, 21, 50] does not sufficiently ensure IT security and is difficult to
enforce, as many vendors interpret the applicable laws as vaguely as possible.
For users of toys, this often means that the toy manufacturers’ privacy policies
lack clarity or omit information regarding how their toys protect users’ security
and privacy [7].

Experimental studies have uncovered vulnerabilities primarily caused by a
lack of encryption and authentication of Hypertext Transfer Protocol (HTTP)
sessions, constant data storage and the disclosure of personal data to third-
parties in crash reports [8]. These vulnerabilities lead to privacy policy violations
and easily exploitable toys which expose children to various threats, whether
through physical, nearby, or remote access to the toy [49]. The identified risks
include manipulating a toy’s movements or issuing instructions to a child, leading
them into dangerous situations. Toys that are disclosing personal information
could be turned into spies if exploited as passive sensitive data collectors.

These studies highlight significant shortcomings in cybersecurity and privacy
of smart toys. However, it is worth noting that these studies focus mainly on
toys which are no longer on the market. Notable examples include the Hello
Barbie doll, which was discontinued due to numerous vulnerabilities leading to
the potential disclosure of personal data [30, 49, 5], and the My Friend Cayla
doll, which was banned by German authorities due to concerns about a hidden
camera and microphone [3, 5].

Notably, these experimental studies have been published more than five years
ago, with very little work in recent years. However, this most likely does not indi-
cate that the privacy and security issues with smart toys have all been resolved.
For example, a recent blog post revealed severe security issues on an educational
robot, without disclosing the robot’s brand [19]. The uncovered vulnerabilities
included APIs that allow stealing of sensitive information, guessable robot iden-
tifiers that enable targeted calls to any robot, and remote code execution during
the update process.

In this study, we aim to close this gap in research on smart toys and analyze
the security, privacy, and transparency properties of toys available for purchase
in late 2023.

3 Methodology
We follow a three-step methodology to evaluate smart toys with respect to their
privacy and security. First, we select and purchase a number of smart toys (Sec-
tion 3.1). Second, we develop a set of evaluation criteria based on the ETSI
Cybersecurity for Consumer IoT standard (Section 3.2). Finally, we select and
implement technical methods that allows to evaluate our criteria (Section 3.3).
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3.1 Smart Toys Market and Selection

We select 12 smart toys from the Toys category on amazon.de, opting for this
marketplace due to its large product range, position in the EU market, and
availability of English language information on all toys. We aim for a diverse
selection of toys based on their game mechanisms and smart features. Regarding
connectivity, we only select toys equipped with Wi-Fi capabilities. Among these,
eight toys come with built-in connectivity, while four toys use a companion app
to access connectivity. Five of these toys are made by well-known toy companies
and six by startups. In terms of location, five of the toy vendors are from Europe,
four from the United States, and three from Asia. In Table 1 the purchased toys
are presented. None of the toys are having artificial intelligence (AI) features
because none were available on the EU market when we purchased the toys
in October 2023. However, since then several new AI-powered smart toys have
become available [27, 22, 10, 31] which we aim to study in future work.

3.2 Criteria

To evaluate the security, privacy and transparency properties of smart toys, we
follow the ETSI Cybersecurity for Consumer IoT [16] standard as a reference.
However, due to space constraints, we only present subset of these criteria which
represent the key findings of our examination.

Cybersecurity. We evaluate the encryption of connections to external servers
and on the local network. By capturing the traffic, we investigate whether the
connection is encrypted, and if so, what TLS versions and cipher suites are being
used. Then we look at the process of initializing a Wi-Fi connection. Since not
all toy devices contain user interfaces and open their own local Wi-Fi network,
we verify whether encryption is used, and if not, we try to eavesdrop on the
connection to retrieve the transmitted data and Wi-Fi credentials. Moreover, we
examine the vendor’s website, user manual, and terms and conditions to find
information about minimum hardware and software support periods.

Privacy. To assess the state of children’s privacy on the toys, we first evaluate
what personal data is sent to which service, by decrypting the data connections
from the companion apps to external servers. We then assess the necessity of
sending this data, check for the use of known trackers by reviewing the app’s
codebase and captured network traffic, and examine the destination countries of
outgoing traffic. Additionally, we check whether the apps are sending the device’s
Google Ad ID. In a last step, we obtain the permissions requested by companion
apps, by reviewing the app’s manifest, and evaluate if the apps request only
permissions that are required for their functionality.

Transparency. In order to assess adequate user transparency on data collection
and use, we send subject data access requests to all vendors on which we have a
user account with an e-mail address (7 of the 12 toys). In addition we evaluate the
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Table 1. Overview of the 12 toys in our study.

Toy Description IoT App Vendor Country Size

Edurino Learning app with figurine and
pen

- � Edurino DE �

Kidibuzz Smartphone for children with
parental control

� � VTech HK �

Moorebot Moving and patroling robot
with camera and microphone

� � Pilot Labo-
ratories

US �

Children’s
Camera

Camera with direct printing � � unknown CN ?

Osmo Learning app with building
blocks and camera reflector

- � Tangible
Play

US �

Pictionary
Air

Video-capturing drawing app
with flashlight stylus

- � Mattel US �

Tamagotchi
Uni

Virtual pet which can be carried
around on wrist

� - Bandai
Namco

JP �

Tigerbox Speaker with touchscreen � � Tigermedia DE �

Tiptoi Charging station + pen, with
audio content for picture books

� - Ravens-
burger

DE �

Toniebox Speaker with NFC figurine � � Tonies DE �

Twister Air Video-capturing dancing app
with wrist bands

- � Hasbro US �

Winky Non-moving robot with gyro-
scope, program and play

� � Mainbot FR �

availability and comprehensiveness of privacy policies, focusing on information
on data collection and transmission. We also evaluate the information presented
in user interfaces, regarding software updates, version numbers, and consent and
withdrawal options regarding data processing, storage and transmission.

Compliance. In the last category, we read the EU legislation regarding data
protection (GDPR) and align our results with an assessment on compliance
to this piece of legislation. Furthermore, we evaluate if the upcoming Cyber
Resilience Act in the current version, would change the current state of smart
toys, and preview the potential changes and improvements it could bring.

3.3 Technical Methodology

To assess the criteria presented above, we used a range of technical methods: de-
crypting and eavesdropping on network traffic, static analysis of the companion
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Toy
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Raspberry Pi eth0
Wireshark

mitmproxy

Laptop

MobSF

Wi-Fi connection
Wired connection

mitmwebUSB/adb

Router

Toy
Services

3rd party
Servicesaircrack-ng

1

1

2

Fig. 1. Setup for network traffic analysis. The toy and its companion app connect to
the Wi-Fi provided by the Raspberry Pi ➊, which forwards the traffic to the router via
an Ethernet connection. Some toys also use a direct Wi-Fi connection to the phone ➋.
The Raspberry Pi runs Wireshark to capture all traffic, aircrack-ng to sniff traffic
between the toy and the phone, and mitmproxy to decrypt the traffic. The laptop
connects to the phone with USB to install the mitmproxy certificate and the Frida
server, and to perform static analysis with MobSF.

apps, network traffic evaluation, and Wi-Fi sniffing. Figure 1 gives an overview
of our setup.

Wi-Fi Sniffing. Some toys communicate with their companion app or a local web
server instead of (or in addition to) accessing the internet directly. To analyze this
network traffic, we use a Raspberry Pi with aircrack-ng [35] and Wireshark.
To filter out unrelated traffic, we specify the channel and BSSID of the local
Wi-Fi. When the local Wi-Fi network uses WPA2 encryption with a password,
Wireshark can decrypt the traffic after entering the raw WPA PSK key, which
can be generated on the Wireshark website [62].

Decryption of network traffic. To intercept and decrypt TLS traffic between
companion apps and the internet, we perform a Man-in-the-Middle (MitM) at-
tack using mitmproxy [9]. To achieve this, the app must (1) trust the certificate
of the MitM attacker and (2) not use a hardcoded certificate for the remote
server (SSL pinning).

To ensure that apps trust the mitmproxy certificate, we install the certifi-
cate on the phone and transfer it from the user-trusted to the system-trusted
certificates folder. We use a rooted phone to enable global installation of the
mitmproxy certificate.

To bypass SSL pinning, we use Frida, a tool for dynamic code instrumen-
tation [40]. Instead of injecting the Frida server into companion apps via app
patching, we opted to run the Frida server directly on the phone. This approach
allows us to easily execute scripts that modify the applications, to bypass their
SSL pinning code [42]. Once more, we use our rooted phone to gain the superuser
access necessary for this.
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In the mitmweb user interface of mitmproxy, we can then examine the de-
crypted data and save it in an har (HTTP Archive) file for further analysis.

Static analysis. We used static analysis based on the Mobile Security Frame-
work MobSF [1] to analyze the requested permissions and trackers embedded in
the toys’ companion apps. MobSF provides vulnerability assessment, evaluates
trackers and permissions, and summarizes metadata.

In addition to the automated MobSF evaluation, we also conducted a man-
ual assessment by inspecting the apps’ Java code. To navigate the large code
bases efficiently, we searched for strings that reveal information about encoding
(encode, decode, base64, utf-8, H264, H265, png, gif, jpeg), encryption and hash-
ing (encrypt, decrypt, TLS, AES, hash, SHA, MD5 ), authentication (password,
pwd), and the Google Ad ID (advertise, gaid, ad_id).

Network Traffic Analysis. To capture the network traffic from companion apps
and toys, we use Wireshark [61]. For each toy, we start Wireshark data capture,
activate the device and/or launch the companion app, log in if required, start a
game, and perform typical user interactions for 2–10 minutes. Finally, we shut
down all processes and end the data capture. A python script is used to filter
and summarize the captured traffic. First, we filter out any traffic that does not
involve the phone or toy, based on their IP addresses. Then, we aggregate in-
coming and outgoing messages to specific servers. We resolve server IP addresses
to server names, hosting providers and geolocations using the geolocation-db
[54] API and manual lookups [24]. To assess encryption with TLS, we parse
the Client Hello messages to extract available TLS cipher suites. We cross-
reference these suites with cryptographic security evaluations provided by an
Ciphersuite Info API [46] and evaluate the negotiated TLS cipher suite. On the
server side, we list available cipher suites using SSL Labs [43].

4 Results

In this section we present our findings regarding the cybersecurity, privacy, trans-
parency and compliance of the 12 selected toys. Table 2 summarizes the results.

4.1 Security

Communication. For connections outside the local network to the internet, most
toys establish secure communication channels to servers via TLS and HTTPS
using secure TLS cipher suites, even though most toys still use TLS 1.2 instead
of TLS 1.3. Although the Tigerbox encrypts traffic for most servers, traffic to
the firmware update server remains unencrypted. While the update itself is en-
crypted, reducing the risk of firmware exposure or malicious modification, it may
allow for offline attacks against firmware updates or the encryption mechanism.
Tiptoi also sends data over HTTP without encryption. Although the transmitted
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Table 2. Overall results for each criterion and each toy. Red triangles ( ) indicate
deficiencies, vulnerabilities, or inadequacies; yellow squares ( ) indicate some improve-
ments or partial fulfillment of the criterion; blue circles ( ) indicate that the toy fulfills
the criterion well. A dash (-) indicates that the criterion is not applicable to the toy.
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Processing minimum necessary
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data mainly involves audio file downloads and updates, which may not contain
sensitive information, passive observers may be able to profile usage of the toy.

Communication from the Moorebot robot appears to be RTMP encoded rather
than encrypted, though decoding attempts were unsuccessful. The Toniebox en-
crypts data to servers using TLS, but uses a weak TLS cipher suite (using SHA1
and the AES in the Cipher Block Chaining (CBC) mode, which are considered
insecure in TLS 1.3). The Toniebox server only supports cipher suites which
are classified as “weak”, whereas the Toniebox device supports “weak” and even
worse, “insecure” cipher suites.

All local network connections initiated by the toy devices themselves are un-
encrypted. The Children’s camera transmits images only WPA2 encrypted with
the default and unchangeable password “12345678”, which offers only limited
protection. During initialization, Toniebox and Tiptoi send the user’s Wi-Fi cre-
dentials over unencrypted HTTP, creating a security risk for disclosure as they
are not even WPA2 encrypted.

Wi-Fi setup. Some of the toys create their own Wi-Fi network for communica-
tion, while others ask for credentials to connect to an existing Wi-Fi network
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Fig. 2. Amount of data sent (in kB) for all toys, by security of the negotiated TLS
cipher suite. Packets without payload (e.g. Acknowledgments) are excluded.

by the home’s router. For IoT devices without a user interface, such as Moore-
bot, Tiptoi, Toniebox and the Children’s camera, evaluation of the connection
is more challenging. These toys set up their own local Wi-Fi network for sharing
the Wi-Fi credentials to connect to the router.

Tiptoi and Toniebox have open Wi-Fi networks without password protec-
tion, allowing anyone to connect to the local network. Once connected, the user
inputs their home Wi-Fi credentials on their phone or laptop, which are then
transmitted to the device over HTTP without TLS encryption. With the Wi-Fi
sniffing setup described earlier we are able to intercept the connection and can
see the plaintext transmission of the given Wi-Fi credentials. This is concerning
as it allows nearby attackers to retrieve the Wi-Fi credentials, especially since
Tiptoi and Toniebox are popular toys in public libraries. The identified security
vulnerabilities and proposed solutions were communicated to the respective ven-
dors. Toniebox acknowledged the issue and stated that they are already working
on a solution for future releases, whereas Tiptoi only indicated an intent to
investigate the issue further.

The Moorebot robot provides its own WPA2 password-protected Wi-Fi net-
work with the default password “r0123456”. This password is the same for every
robot. However, users can change the password when setting up the device.
After connecting and entering the home Wi-Fi credentials, the credentials are
transmitted to the device in encoded form. Then, users can choose to connect
the robot to the companion app, via their home Wi-Fi or the device’s Wi-Fi
network.

The Tamagotchi toy offers two ways to connect to the user’s home Wi-Fi.
By entering the Wi-Fi credentials directly into the device using just three but-
tons, or by scanning a QR code. Through scanning the QR code, Tamagotchi
opens a local network, to which the users connects to. The Wi-Fi password is
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“596deccf4e1b1c979ae2af8e”, and unique for each device, making it harder for
an attacker to crack the WPA2 encryption. However, the traffic itself is not
encrypted and if the password is known, it is also vulnerable to malicious inter-
ception and disclosure of the Wi-Fi credentials.

The Winky robot connects to the phone and companion app with Bluetooth
5 Low Energy. It uses Secure Connections for pairing which provides protection
against passive eavesdropping, however, its use of the Just Works association
method leaves the connection open to Man-in-the-Middle attacks.

HW/SW support periods. No toy manufacturer declares hardware or software
support periods for their products. The terms of service declarations primarily
outline standard return rights and warranty claims, without explicit mention of
ongoing hardware or software support. The vendors of three toys – Tamagotchi,
Twister Air and Winky – even declare that they may discontinue services and
support without notice. The Kidibuzz phone comes with Android 10 (released
in 2019), which Google stopped supporting in March 2023. Concerningly, we
bought the phone in October 2023 and it is still available as of April 2024.

4.2 Privacy

Personal Data. To evaluate the users’ privacy, we analyze the decrypted traffic
to see which kind of personal data is transmitted to which service. We also
examine whether the privacy policy explains this data collection and processing.

For many toys, we find that the privacy policies do not state clearly which
specific data is collected and for what purpose the vendors are processing it.

By examining the transmitted data and evaluating their necessity (see Ta-
ble 3), we find that especially Edurino and Osmo, the learning apps, perform
poorly. Edurino sends data about the child’s sex, the created avatar, and de-
tailed game analytics. Osmo asks for the full name and the child’s exact date of
birth. Another case of unnecessary data collection is done by Toniebox as they
describe in their privacy policy that they send the list of all SSIDs in the area to
their server. This is not needed for the functionality and may allow the vendor
to geolocate the Toniebox and identify which Toniebox owners live nearby.

Almost every toy sends device and unique identifiers together with analytics
data such as detailed interaction logs, session lengths and device information
such as model, OS version and CPU details. While much of this data is justified
by the vendors as necessary for improving the app and user experience, it may
not be essential for the app’s functionality. Moreover, collecting such data could
result in the creation of user profiles and identifiable fingerprints.

Interestingly, we find code in most of the apps to retrieve the Google Adver-
tisement ID. As we do not see the Ad ID directly in the traffic, it is uncertain
whether the identifier is actually being transmitted to vendors or third-parties.
However, given the functionality exists, it is possible that the Ad ID is scrambled
into the User ID, as described in the Twister Air privacy policy. Alternatively,
the functionality may be inactive, but could be turned on in a future version.
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Fig. 3. Amount of sent data (in kB) for all toys, by location of the data destination.
Packets without payload (e.g. Acknowledgments) are excluded.

We also find various services which are identified as trackers in the code and
in the captured traffic. Seven out of nine companion apps use trackers, Toniebox
being the leader by employing four tracking services. Moreover, users should
be aware that simply using these applications will result in data being sent to
Google Libraries which we can see in the captured traffic. In Figure 4, we provide
a list of all contacted services, summing up all transmitted data by all toys.

An analysis of server locations shows that major hosting providers, such as
Google Cloud and Amazon AWS, are mainly used, with servers primarily located
in the United States. Two toys, the Moorebot and Twister Air, transmit data
to servers located in China, specifically to the Alibaba Cloud. Only one toy, the
Tiptoi pen, communicates entirely with servers in Europe. An overview of the
server locations for each toy can be seen in Figure 3.

In addition, on local networks the Moorebot has an open Robot Operating
System (ROS) version 1.4 interface. ROS employs a publisher and subscriber
architecture, allowing anyone on the same network as the robot to subscribe to
topics. As a result, we were able to access the live video stream, audio stream and
other sensor data without any security layer such as authentication or encryption.
Furthermore, by publishing topics, we could control the robot’s movements to
capture additional video data from the environment or improve audio quality of
the audio stream.

App permissions. We extracted app permissions from the AndroidManifest
file and evaluated them regarding necessity for the intended functionality (see
Table 4). Positive examples are Edurino and Tigertones, the companion app
for Tigerbox, that either require only minimal permissions overall or not very
intrusive ones. Pictionary Air, Twister Air and both Winky companion apps
perform overall well. However, permissions like the exact location, access to the
phone status or the possibility to run at startup are seen unnecessary.
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Table 3. Data types transmitted by each toy and assessment whether each data type
is required to provide the toy’s functionality. Cases where the evaluation is based on
public data instead our traffic analysis are marked with an asterisk (*).
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Processing minimum necessary

Personal Information
Email - - - - -
Name/pseudonym - - - -
Birthday/age - - - - - - -
Avatar - - - - - - -
Sex - - - - - - - - - -
Region/location - - -
Wi-Fi credentials - * - * - - * - - -

Identifiers
User ID - - - - - -
Ad ID * - - * * * - - - * * -
Device ID - - -

Game Analytics
Device Data - - -
Game Data * - * -
Interactions * - * - - -
Image data - * - * - - - - -
Audio data - * - * - - -

Product Analytics
Purchase information - - - - - - - - - -

In contrast, the Children’s camera, Moorebot, Osmo Parent and the Toniebox
app request extensive permissions beyond what is necessary for their operation.
This includes the phone status to see the device ID and call information, location
status, reading external storage, accessing contact information, and the ability
to run at startup.

4.3 Transparency

Subject Data Access Requests. We sent subject data access and deletion requests
to all toy vendors for which we have a user account. Only three of seven vendors
replied within the one-month period mandated by the GDPR.

Osmo answered quickly and confirmed deletion of the data. However, they
indicated that they had only stored the e-mail address, even though we observed
transmissions of birth dates and game data to their servers and synchronization
with the Osmo parent app, indicating that more data is stored on their side.
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Fig. 4. Amount of data sent (in kB) across all services, by toy. Packets without payload
(e.g. Acknowledgments) are excluded.

The data access process for the Toniebox is unnecessarily complicated: users
have to provide either PGP keys for the e-mail address associated with their
account, or their real-world home address. We requested the digital form and
received an encrypted e-mail with a PDF containing the list of data they claim
to have stored. However, the list does not contain scanned SSIDs or behavioral
analytics, which are processed according to their privacy policy and confirmed to
be linkable to user accounts [51]. Tigerbox responded with a list of all personal
data, a history of stories and songs we listened to, as well as a breakdown of sent
e-mails and whether they were opened or not.

Privacy Policies. In line with prior work on privacy policies [58], the privacy
policies for our toys are on average too vague and unspecific, especially regard-
ing transparent information about detail of user data processing, storage and
transmission (see Table 5). Most toys have easily accessible privacy policies.
The Twister Air app stands out for its detailed list of data and purposes, while
others, such as Pictionary Air, Children’s camera, or Tigerbox, have generic pri-
vacy policies that mention the processing of personal data without specifying
purposes and recipients.

The Moorebot robot lacks a privacy policy for its device entirely. Its user
manual mentions data being sent to AWS servers in the US without specifying
the data or its use. Finding a privacy policy for the Children’s camera is chal-
lenging for users, as no mention is provided in the app or user manual. Only the
link on the Apple App Store (but not the Google Play Store) leads to the privacy
policy, which is very generic. While a privacy policy is missing from both the
Winky Play app and the website, the Winky Code app has a good privacy policy
that users have to consent to. Tiptoi provides a privacy policy during the setup
of Wi-Fi credentials. Due to their lack of data collection, the policy is brief.
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Table 4. App permissions requested by companion apps and evaluation whether the
permissions are necessary for the intended functionality. Permissions with a �! sign are
“dangerous” permissions according to Google [20]. Permission marked with an asterisk
(*) are required for some features but not the main functionality of the app.
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Only necessary app permissions - - -

Number of permissions 3 - 10 19 15 18 - 21 - 32 14 8

Location �! - - - - - - - -
Phone status �! - - - - - - - -
Contacts �! - - - - - - - - - - -
Run at startup - - - - - - - - - -
Camera �! - - - - - - -
Microphone �! - - - * - * - * - -
Read storage �! - - * - * - * -
Write storage �! - - * * * - * - * * -
Post notifications �! - - - - - -
Network connections - - - - - -
Wi-Fi - - - - - - - - -
Bluetooth �! - - - - - * - * - * -
NFC - - - - - - - * - - - -

Obtaining consent for most apps and toys involves displaying the privacy pol-
icy and sometimes the terms of service during the initial setup process. In some
cases, users may need to actively check a consent box. Tigerbox and Toniebox of-
fer options for users to opt-in to receive advertisements via email, while Edurino
allows users to decide whether their data should be stored in the Edurino cloud.
However, Edurino does not provide any information about the location or host-
ing service of the stored data.

User Interface Information. The presentation of privacy- and security-relevant
information to users could be improved. For example, none of the toys offer a
password strength indicator that would help users create stronger passwords. In
addition, the Kidibuzz fails to explain all password requirements when rejecting
passwords, such as the prohibition of using names or dictionary words.

The provision of information about software updates is also inadequate. Most
IoT devices either lack descriptions of updates or provide vague details, often
omitting descriptions of security fixes. One exception is the Tigerbox, which
provides a changelog for updates to both device and its companion app.
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Table 5. Evaluation of the availability of privacy policies and their quality regarding
specific information on what data is collected/shared, and for which purpose.
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Transparent info about data protection

Availability of privacy policy
Which data
How used -
By whom -

Furthermore, not all version and model numbers are available to users. While
app versions can be viewed in the settings of an Android phone, firmware version
information is provided by the toy manufacturer. Unfortunately, this information
is not available for the Toniebox, and model numbers are missing for the Tiptoi
pen and the Moorebot.

4.4 Compliance

General Data Protection Regulation (GDPR). The GDPR mandates vendors to
ensure a basic level of protection mechanism for user’s data and control mech-
anisms such as the availability of privacy policies, data minimization, provision
of secure storage, and data retention rules. With a lens of technical, but not
legal, expertise, we estimate that not all toys are compliant with the GDPR. In
particular, we find shortcomings in the availability of the privacy policy (three
vendors) and in the detail provided in these policies about specific data process-
ing practices. Many vendors do not list the data items they are processing, or
omit information about which parties the data is shared with.

Consumers also have the right to access their data, ask for correction and for
deletion. Most vendors mention this right in their privacy policy, however, the
response rate of 43% for our subject access requests is disappointing.

Cyber Resilience Act (CRA). The Cyber Resilience Act [18], approved by the
European Parliament in March 2024, seeks to establish a standardized cybersecu-
rity framework for products and software with digital components. The CRA, in
the current version, mandates for software updates and vulnerability disclosure
rules, requiring regular updates with transparent documentation of mitigated
vulnerabilities and detailed software bills, listing the history of all detected and
patched vulnerabilities. In addition, the CRA asks for basic cybersecurity re-
quirements such as secure authentication or to minimize the attack surface. It
will also ask vendors to publish vulnerability disclosure policies, offering security
researchers or attentive users a guideline how to disclose found vulnerabilities.
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In our examination, we see that only three of 12 vendors provide this in-
formation: Tonies (Toniebox), Hasbro (Pictionary Air) and VTech (Kidibuzz).
Furthermore, regarding information on software updates, no vendor with the
exception of Tigerbox provides detailed information on updates or a history log.
This means that most vendors will need to update their processes to comply
with the CRA, once it comes into effect.

5 Discussion and Recommendations

In this section we discuss the limitations of our study, put our findings regard-
ing cybersecurity, privacy, transparency and compliance to EU legislation in a
broader context, and give specific recommendations for improving smart toys.

Limitations of this work include the small sample size of only 12 toys selected
from a much larger smart toy market, which may not be representative for the
whole product range.

We did not conduct a longitudinal study, which prevents us from observations
of any potential changes in data collection practices over time, and restricts us
in assessing long-term effects.

Furthermore, we did not attempt to extract or reverse engineering device
firmwares. Thus, plaintext traffic between toys and internet could not be ana-
lyzed as we could not install trusted certificates for Man-in-the-Middle attacks.

5.1 Security

In our examination of current communication practices, we see the widespread
use of TLS 1.2 encryption for connections to external servers. While some cipher
suites within TLS 1.2 offer forward secrecy, their use in our examination, as well
as not using the newer TLS 1.3, is not best practice. Most toys as well as the
corresponding servers support the stronger, forward secrecy enabling algorithms,
such that an upgrade is theoretically possible. Only Toniebox relies on a weak
cipher suite for communication, which offers an attack surface to decrypt the
traffic.

We also identified some instances of unencrypted connections, which com-
promises data confidentiality and undermines the integrity and authenticity of
transmitted information. We see plaintext traffic mostly in local networks, for
example in the Wi-Fi setup procedure, where Wi-Fi credentials can be easily
obtained by eavesdropping on the connection. Although the probability of an
external attack on the local network is low, these devices are popular in public
libraries, which creates a scenario where attackers could exploit the setup pro-
cess by following users home to capture their Wi-Fi credentials. As this issue is
present for all IoT devices without a user interface, the new Wi-Fi Device Provi-
sioning Protocol (DPP, or “Easy Connect”) offers a secure solution for connecting
IoT devices to Wi-Fi networks [60]. In that solution, devices can be onboarded
to a network through QR codes, NFC tags or user-chosen configurators, with
strong encryption. None of our toys has deployed this protocol.
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Additionally, vendors fail in disclosing information on their device’s support
periods. This is concerning because users are not informed when security updates
are discontinued, and devices may cease functioning entirely.

5.2 Privacy

Personal data has become a prime target for both commercial interests and ma-
licious actors. Children represent an even more vulnerable group in the digital
landscape, particularly due to their limited understanding of the implications
of sharing personal information online. Moreover, unauthorized access to chil-
dren’s personal data creates a number of potential risks, including exposure to
inappropriate content, manipulation through targeted advertising and creating
digital footprints, potentially influencing the child’s future.

We observe extensive collection of game analytics and behavioral data, in-
cluding time spent on games, hints/errors, and toy interactions. This data has
the potential to generate user-specific profiles, reflecting children’s intelligence,
problem-solving abilities, and even daily behavioral patterns like playtime and
bedtime routines.

Another concerning observation is the widespread use of data tracking mech-
anisms. These trackers collect user data to create profiles for targeted advertising
or for sale to third-party data brokers [25].

Furthermore, we observe network traffic directed to servers in the US, Europe,
Japan and China. Although the European Union has established privacy treaties
with the US and Japan [14] to protect the data of European citizens [15], data
protection concerns remain about the adequacy of privacy measures outside of
the EU and to the US [2, 38]. In particular, China is not regarded as having an
adequate level of data protection [15], which means that children’s interactions
with their toys may be disclosed to Chinese authorities and other third parties.

Not all apps comply with the best-practice to only request minimum neces-
sary app permissions. Modern Android apps often ask users to grant permissions
during runtime, including for access to location, Bluetooth, camera, and micro-
phone. However, not all users – which may well be children, in the case of toy
companion apps – may understand which permissions are really needed, and
therefore may not be able to make informed security and privacy choices [28].

5.3 Transparency

The process and responses of the accessing the own personal data stored by
the vendor is insufficiently implemented, which is in line with prior work on
subject access requests [55]. Only 43% of vendors responded within the one-
month period, and their responses did not include all transmitted data that we
could see in our data collection. Furthermore, the process of requesting data is
too cumbersome: users need to write emails, send PGP keys, or provide their
home address. In the latter case, many users may not have PGP keys (or may be
unable to use PGP, which is a well-known issue [59]), and would be left with a
paper-based process that requires them to reveal additional data (their address)
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to the vendor. This is clearly not ideal. A better solution would be to allow users
to download their data directly in the app. This would not only be more user
friendly, but the transmission could also be encrypted with TLS. However, this
approach is not implemented by any of the vendors in our study.

Our analysis finds that many toy companies fail to provide clear, transparent
and easily accessible privacy policies. The inconsistency in the availability and
detail of privacy policies is evident, with some toys providing detailed lists of
data and purposes, while others offer only generic statements. This leaves users
unaware regarding the use of their personal information, which is particularly
concerning given that sensitive data of children may be processed.

The process for providing and withdrawing consent is insufficient overall.
While some toys offer check boxes for proactive consent in the set-up process,
others may not present the privacy policy at all, or only refer to it in the settings
menu. In addition, the ability to revoke consent is limited. Providers typically
do not offer granular choices for data processing, resulting in a binary “all or
nothing” scenario. This lack of flexibility may force users to consent to data
processing practices that they would otherwise prefer to avoid [26].

5.4 Compliance

Our results show that some vendors fall short of full GDPR compliance. In par-
ticular, we find shortcomings in the availability and comprehensiveness of privacy
policies. Even when provided, these policies often lack the detailed information
necessary to adequately inform users about their data processing practices. Fur-
thermore, we see that not all vendors apply data minimization practices as we
observe large amounts of game analytics and device information data. Moreover,
the right to access user data and the right to data deletion is ignored by 57% of
vendors, resulting in non-compliance with the GDPR.

The CRA aims to improve cyber resilience for products with digital com-
ponents. Thus, a focus lies on other cybersecurity metrics, primarily regarding
patching of vulnerabilities. The act will enforce vulnerability disclosure policies
and better information on software updates, such as providing a software bill
with the update history. Currently, only one vendor provides a changelog of
software updates, and three vendors provide vulnerability disclosure policies, in-
dicating that most vendors need to catch up on the requirements of the CRA.
This means that in terms of transparency on patched security vulnerabilities
users can hope for better information after the adoption of the CRA. However,
the success of this legislation also relies on the enforcement practices, as the
descriptions and requirements are held very general.

5.5 Recommendations

Upon the discussion of our findings we want to provide some recommendations
regarding the cybersecurity, privacy and transparency of children’s smart toys.
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Prioritizing privacy and security. Toy vendors have a particular responsibility,
due to their young target audience, to implement security-by-design and privacy-
by-design best practices throughout their development lifecycle. This includes
strong encryption, proper authentication mechanisms, data minimization, and
the provision of transparent information and choices to users.

Use of a label system. The creation of a unified label inspired by the nutrition
label model [12] could inform users on first glance about basic security, privacy
and transparency features of the toy. This label should be placed on the packag-
ing and in online stores for easy accessibility. Possibly, this label could motivate
vendors to invest and develop more secure and privacy-preserving smart toys.

Enhance User Control. User interfaces should provide more easily accessible
information about the data collected by the vendor. This should be combined
with options to withdraw consent and delete specific data as desired.

Easier subject data access requests Users should be able to submit subject data
access requests by means of a simple button press within the app. Automated
processing of these requests on the vendor-side, i.e., giving users a direct down-
load, would significantly improve the user experience.

Opt-in Consent. Toys should rely more on opt-in rather than opt-out approaches
to gain consent from users. This ensures that users need to actively choose to
share data and avoids excessive data collection from users who did not change
the default settings.

Enable Fine-Grained Consent. Users should be able to selectively disagree with
specific aspects of a privacy policy, giving users more granular control. For ex-
ample, this should include options for users to refuse collection of behavioral and
game analytics data.

6 Conclusion and Future Work

We examined 12 children’s smart toys with respect to cybersecurity, privacy,
transparency and compliance to EU legislation and formulated recommendations
aimed at improving security and privacy for smart toys.

Our investigation of security issues uncovered that some connections espe-
cially in local networks are inadequately encrypted, leaving vulnerabilities to
data disclosures. Furthermore, while the data transmitted is not excessively in-
trusive, the substantial volume of data, particularly toy analytics data combined
with unique identifiers, raises privacy concerns, because it allows pervasive be-
havioral profiling and fingerprinting of children.

In addition, the toys do not provide sufficient transparency regarding the
data being transmitted and its recipients because the privacy policies lack the
desired detail. The process for accessing information through subject data access



No Transparency for Smart Toys 21

requests requires more user effort than necessary, and the low response rate
indicates that not all toys are compliant with the GDPR.

Looking ahead, the CRA may address some of our security concerns, partic-
ularly in areas such as vulnerability patching. However, the effectiveness of this
legislation will depend on its enforcement and the cooperation of toy vendors.

Future Work. In the future, we plan to deepen our study of smart toys, including
data from the IoT devices themselves rather than just the companion apps. This
includes a comprehensive examination of the types of data collected and trans-
mitted, with a particular focus on understanding the implications of AI-powered
and medical smart toys which have recently become available. These efforts may
not only inform future regulatory frameworks, but may also be helpful for par-
ents who decide whether or not to purchase a smart toy.

Disclosure of Interests. The authors have no competing interests to declare that
are relevant to the content of this article.
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